Belcarra SPDX SBOM Overview

Belcarra's OEM Driver Kits now include an SPDX SBOM to satisfy the NTIA Executive Order 14028.

Description

Belcarra licences a Windows 11 NDIS/USB Filter Driver to OEM's, allowing them to distribute the driver to their
customers to use with their hardware. The driver kit is branded with the OEM's name, customized with the Vendor and
Product IDs that their device(s) use.

Both kits include an SPDX SBOM manifest, in JSON format, that describes the contents of the kit. The manifest is
generated using the Microsoft sbom-tool, version 4.1.5, and conforms to the SPDX 2.2 specification. The manifest is
signed with Belcarra's EV Code Signing Certificate signature, and includes a SHA256 hash of the manifest file for
integrity verification.

Belcarra SBOM Verifier

Belcarra makes available a browser-based SBOM verifier that can be used to verify the manifest included in the kits.
To use the Belcarra SBOM verifier open this URL: Verifier URL

The verifier will:

« unpack the kit,

« extract the manifest,

« verify the manifest's integrity using the SHA256 hash,

« verify the manifest's signature using WebCrypto and PKl.js,

. if there is a driver catalog file it will verify the manifest's signature using the catalog file signature,
« display the results with showing the SPDX SBOM Manifest.

End-User Kit

The end-user kit, a zip file, contains the driver files, installation instructions, license. Two bat scripts are provided:

« setup.bat: uses the Microsoft pnputil utility to install the driver on the end-user's system.
« verify-release.bat: uses the Microsoft sbom-tool-x64.exe to verify the SPDX SBOM _manifest included in the kit

belcarrademo-02-05-01-001-Production-amd64 arm64-drivers.zip
——r manifest/

| b—7 spdx_2.2/

| — manifest.spdx.json

| — manifest.spdx.json.cat

| L— manifest.spdx.json.sha256
F—- drivers/

| b7 amd64/

| | }— btdblan.pdb
| | '— btdblan.sys
| b7 arm64/

| | }— btdblan.pdb
| | '— btdblan.sys
| }— belcarrademo.cat
| — belcarrademo.inf
— License.txt

l— README - INSTALL. txt

— setup.bat
L— verify-release.bat

« _manifest/spdx_2.2/manifest.spdx.json is the SPDX SBOM for the End-User kit.
« report-kit.json is the sbom-tool verification report for the End-User kit.

Field Value
SBOM Author Belcarra Technologies (2005) Corp.
Component Name BelcarraDemoUSBLAN
Component Version 02-05-01-001

Dependency Relationship BelcarraDemoUSBLAN 02-05-01-001 DESCRIBES BelcarraDemoUSBLAN 02-05-01-001
Tool Name Microsoft.SBOMTool-4.1.5

Timestamp 2026-02-13T07:43:32Z

Dependency Relationship

The End-User kit manifest describes the relationship between the End-User kit and its components, indicating that the
End-User kit describes the driver files (amd64 and arm64) as components.

OEM Kit

The oem kit, a password protected zipfile, contains a README, the cfg files used to configure the release package, the
End-User kit, zip file, and a single bat script:

« verify-release.bat: uses the Microsoft sbom-tool-x64.exe to verify the SPDX SBOM _manifest included in the End-
User kit, zip file.

belcarrademo-02-05-01-001-Production-amd64 arm64.zip

F——r manifest/

| b—7 spdx_2.2/

| — manifest.spdx.json

| — manifest.spdx.json.cat

| L— manifest.spdx.json.sha256

— belcarrademo-02-05-01-001-Production-amd64 arm64-drivers.zip
— belcarrademo.cfg

— belcarrademo.xlsx

— License.txt

— README-belcarrademo-02-05-01-001-Production-amd64 arm64-drivers.txt
L— verify-release.bat

« _manifest/spdx_2.2/manifest.spdx.json is the SPDX SBOM for the OEM Kkit.
« report-oem-kit.json is the sbom-tool verification report for the OEM kit.

Dependency Relationship

The OEM kit manifest describes the relationship between the OEM kit and the End-User kit, indicating that the OEM kit
contains the End-User kit (zip file) as a component.

SBOM Minimum Elements (CISA 2025 Draft)

Field Value
SBOM Author Belcarra Technologies (2005) Corp.
Component Name BelcarraDemoUSBLAN
Component Version 02-05-01-001
Dependency belcarrademo 02-05-01-001 CONTAINS ./belcarrademo-02-05-01-001-Production-
Relationship amd64_arm64-drivers.zip

belcarrademo-02-05-01-001-Production-amd64_arm64-drivers.zip

Tool Name Microsoft.SBOMTool-4.1.5
Timestamp 2026-02-13T07:43:37Z
Screenshots

Drag and drop the OEM kit zip file onto the webpage. You may be prompted for a password.

This will verify the manifest included in the OEM Kkit.

Dependency Relationship Verification

The OEM kit contains the end-user kit as a component. The verifier will show the OEM kit as the parent component, and
the end-user kit as a child component. You can click on the end user kit name to have the verifier open the end-user kit
zip file, and verify the manifest included in the end-user kit.

Belcarra Verifier Opening and Password:

W SBOM Artifact Verifier

Drop your Package ZIP (OEM or End-User kit) below. Password-protected ZIPs are supported.

What this verifier does: Validates that your package matches its SBOM and is signed.

+ Checks SBOM integrity by comparing manifest. spdx. json with its . sha256 sidecar.

= Cryptographically verifies catalog signature{s) (. cat) and shows the signerfissueriroot.

« Recomputes SHA-256 for every file and flags | ox |, [ TAmPeERED |, wissinG , and [ ExTRA |.

What it does not do: It does not consuit the Windows trust store or perform revocation checks. For official Windows trust, use signtool verify /kp /v on the catalog.

All p ing happens | lly in your . No files or passwords are sent anywhere.
Project: git@github.com:Belcarra/sbom artifact werifiergit | Version: 0.01 beta

Enter Password

This ZIP is password-protected. Enter the password to proceed.

File: bel 013-05-01-001 dE4_arméd.zip

l Y

Unlock your account to view autofill suggestions

5 Unlock account

OEM Kit Verification screenshot:

[*4 Validation Passed: Processed 6 files. Al file hashes match the manifest. New File

Signature & Integrity

Package: belc 02-05-01-001 i d64_armG4.zip

SBOM Catalog Signature: ok

_manifestispdx_2. ifest spd json.cat: C ic signature verified. Signer: Belcara Technologies (2005) Corp. (Issuer: DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CAL, Root: DigiCert Trusted G4 Code Signing RSA4096
SHA3E4 2021 CAL)

SBOM Integrity: o«

manifest spdx json matches manifest. spdv json.sha2s6

Archive Contents

belcarra-02-05-01-001-Production-amd64_armé4.zip
_manifest/
spdx_2.2/

manifest.spdx.json

manifest.spdx.json.cat

manifest.spdx.json.sha256
belcarra-02-05-01-001-Production-amd64_arm64-drivers.zip
belcarra.cfg =
belcarra.xlsx o«
License.txt o«
README-belcarra-02-85-01-001-Production-amd64_armé4-drivers.txt o
verify-release.bat

Manifest Tree 0% |TAMPERED| wWisSiNG | EXTRA |

File Path Manifest Hash (SHA256) Status
verify-release bat 680D6613805C950e . . . MATCH
README -helcarra-02-05-01-001-Production-amd64_armé4-drivers txt 4463bd673148bed5 . . . MATCH
belcarra.cig 475564673455080. . . MATCH
belcarra xisx b722e3298F757036. . . MATCH
belcarra-02-05-01-001-F jon-amd64_armp4-drivers.zip 0220900c683a3176. . . MATCH
License txt 426b751129bc8490. . . MATCH

SBOM Minimum Elements (CISA 2025 Draft)

Field Value
SBOM Author Belcarra Technologies (2005) Corp.
Component Name BelcamralUSBLAN-OEMKit
Component Version 02-05-01-001
Dependency Relationship BelcarralJSBLAN-OEMKit 02-0.5-01-1]]1 GDH‘I'ANS. Jhelu_a.rra—l)Z-DG—Dl.—DDl.—. ion-amdé4_armE4-drivers.zip
belcarra-02-05-01-001-Production-amdf4 arm&4-drivers.zip
Tool Name Microsoft SEOMTool-4.1.5
Timestamp 2026-03-19T21:54:382
Parsed from SPDX 2.2 JSON: ¢ ), packages, and

Dependency Relationship Notes

“Dependency Relationship (from Parent)” is contextual. It is derived when a nested kit is opened from a parent link and is not necessarily declared inside the nested SEOM itself.
CISA (2025 Draft) defines dependency relationship as inclusion or derivation between software components. SPDX reserves DESCRIBES for document-to-element relationships, so package-to-package <from parent” links are shown as CONTAINS.

What this verifier does: Validates that your package matches its SBOM and is signed.

+ Checks SBOM integrity by comparing manifest. spdx. json with its . sha256 sidecar.

= Crypiographically verifies catalog signature(s) (. cat) and shows the signerfissueriroot.

+ Recomputes SHA-256 for every file and flags | ox |, | TAMPERED |, wssinG |, and | ExTRa |

What it does not do: It does not consult the Windows trust store or perform revocation checks. For official Windows trust, use signtool verify /kp /v onthe catalog.

All processing happens locally in your browser. No files or are sent any e.

Project: git@github.com:Belcarra/sbom _artifact verifier.git | Version: 0.01 beta

End-User Kit Verification screenshot:

Validation Passed: Processed 10 files. All file hashes match the manifest. New File Back to Parent

Signature & Integrity

Package: beic 02-05-01-001 i d64_arm64.zip
Nested: belc 02-05-01-001 d64_arme4-drivers. zip

SBOM Catalog Signature: o«
2 spdbx_json.cat: C signature venfied. Signer: Belcama Technologies (2005) Corp. (Issuer: DagCert Trusted G4 Code Signing RSA4096 SHA3S4 2021 CAL, Root: DigiCert Trusted G4 Code Signing RSA4096 SHA3B4 2021

caa)
SBOM Integrity: o

manifest spd json matches manifest spas jsan. sha2se
Driver Catalog Signature: o«

driversibelcarma cat: Crypiographic signature verified. Signer: Microsaft Windows Hardware Compatibility Publisher (tssuer: Micrasaft Windows Third Party Companent CA 2014, Roat: Micrasaft Windaws Third Party Component CA 2014)

Archive Contents

belcarra-02-85-01-0801-Production-amd64_armé4-drivers.zip

_manifest/
spdx_2.2/
manifest.spdx.json
manifest.spdx.json.cat
manifest.spdx.json.sha256

drivers/

amde4/
_k belcarrablan.pdb o«
belcarrablan.sys

arme4/
_k belcarrablan.pdb o
belcarrablan.sys o

— belcarra.cat «
'— belcarra.inf =
License.txt
README-INSTALL.txt o«
setup.bat
verify-release.bat

Manifest Tree 0k [TAMPERED| wissiuc | ExTRA |

File Path Manifest Hash (SHAZ256) Status
verity-release.bat 688b6613805c950e . . . MATCH
setup.bat @1ffB4ec66d7absa. . . MATCH
README-INSTALL txt 66T062388d237849. . . MATCH
driverslarmé4/belcarrablan.sys 9f066cc5067F7305. . . MATCH
driversibelcarra.inf 3a20ea5256de8139. . . MATCH
driversiamdb4/belcarrablan. sys Tb315ed9e6718826. . . MATCH
License.txt 426b751129bc8490 . . . MATCH
driverslarmB4/belcarrablan pdb bb2e733c247claca. . . MATCH
driversibelcarra.cat 2c600763eTd1934T . . . MATCH
driverslamdB4/belcarrablan pdb £11838eb80TBEFRa . .. MATCH

SBOM Minimum Elements (CISA 2025 Draft)

Field Value
SBOM Authar Belcarra Technologies (2005) Corp.
Component Name BelcaralUSBLAN-KIT
Component Version 02-05-01-001
Dependency Relationship (from Parent) BelcarralSBLAN-OEMKit 02-05-01-001 CONTAINS BelcarralUSBLAN-KIT 02-05-01-001
Dependency Relationship BelcamralSELAN-KIT 02-05-01-001 DESCRIBES BelcaralUSELAN-KIT 02-05-01-001
Tool Name Microsoft SBOMToal-4.1.5
Timestamp 2026-03-19T21:54:322
Parsed from SPDX 2.2 JSON: ¢ packages, and

Dependency Relationship Notes

“Dependency Relationshap (from Parent)” is contextual. It is derived when a nested kit is opened from & parent link and is not necessarnily declared inside the nested SBOM itself.
CISA (2025 Draft) defines dependency relationship as inclusion or derivation between soltware components. SPOX reserves DESCRIBES for document-to-slement relationships, so package-in-package <from parent” links are shown as CONTAINS.

What this verifier does: Validates that your package matches its SBOM and is signed.

+ Checks SBOM integrity by comparing manifest . spdx . json with its . sha256 sidecar.

= Cryptographically verifies catalog signature(s) (. cat) and shows the signerfissuerfroot.

- Recomputes SHA-256 for every file and flags | ox , (TaMPERED ), missinG , and (ExTRA ).

What it does not do: It does not consult the Windows trust store or perform revocation checks. For official Windows trust, use signtool verify /kp /v on the catalog.

All processing happens locally in your . No files or are sent any €.
Project: giti@pithub.com:Belcarra/shom _artifact verifier.git | Version: 0.01 beta

Reports

« report-oem-kit.json is the sbom-tool verification report for the OEM kit.
« report-kit.json is the sbom-tool verification report for the End-User kit.



https://verifier.belcarra.com/spdxsbom.html
http://localhost:45933/kit/_manifest/spdx_2.2/manifest.spdx.json
http://localhost:45933/report-kit.json
http://localhost:45933/oem-kit/_manifest/spdx_2.2/manifest.spdx.json
http://localhost:45933/report-oem-kit.json
http://localhost:45933/report-oem-kit.json
http://localhost:45933/report-kit.json

